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Actuator and sensor failure detection using direct approach
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Abstract. A novel realtime actuator failure detection algorithm is developed in this paper. Actuator fails
when the input to the structure is different from the commaadedPrevious research has shown that one
error function can be formulated for each actutitasugh interaction matrix method. For outmuithout

noise, norzero values in thactuator functions indicate the instant failure of the actuator regardless the
workingst at us of other actuators. I'n this fztoer, i
coefficients will be directly calculated from the healthy input of the examined actuator and all outputs.
Hence, the need for structural infation is no longer needed. This approach is termed as direct method.
Experimental results from a NASA eight bay truss show the successful application of the direct method for
isolating and identifying the retime actuator failure. Further, it is shothat the developed method can be

used for reatime sensor failure detection.
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1. Introduction

Control systems have been widely used in civil engineering, especially in Japan (Spencer and
Nagarajaia 2003). The performance of the structures with control systems depends on the
actuators and sensors. Hence, damaged actuators/sensobe stelitime identified and isolated
to ensurehe safety of the host structure.

An actuator fails when its input to the structure is diffeffeotn the commanded one. With
multiple actuators, structuraésponses are all influenced even only some actuators faillySimp
comparing structural responses cannot distinguish the failed actuators. To identify the failed
actuators, an indication function is needed for each actuator and the influence of all other actuators
on this indication function shall be eliminated.

Various actuator failure detection and isolation techniques have been discussed qast the
decades (Frank 1990, Gertler 1991, Chen and Patton 1999). Most of them utilize the model based
Analytical Redundancy (AR) contained in thitic and dynamic relationphamong the system
inputs and measured outputs (Frank 1990 first welldeveloped actuator detection algorithm
using AR method was developed Bgard (1971) and restudied by Jones (1973), which was
termed as Beardones Detection filter(BJDT). The BIDwas designed by assigning fixed
directional properties to the errunction through observer design method. Meno values in the
error function indicate the retime failure of the examined actuator withootitput noise.
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Massoumnig1986) used geomat approach to restudy BJDT. White and Speyer (1987) applied
eigenassignment technique calculate the detection filter gain and the cllogg eigenvectors.
The eigen assignment technique for fault detection was extendedly studied in Patton(€lggaup
and Patton 1999). Another observer based method, the Unknown Input Observem@hog,
which was originally proposed by Watanaded Himmelblay1982), used aet of observers such
that each observer is chosen to make the unknown inmliservabldo the residual. The UIO
was first proposed to make the stastimation error decouple frorthe unknown input
(disturbance) and was extended by Wunnenberg (1990), Wunnenbefgaakd(1987) to isolate
the sensor and actuator failure.

In discrete domain, grity based detection filters have been extensively studied by many
researchers (Mironovski 1979, 1980, Chow and Willsky 1984, Gestlad. 1990, Gertlerand
Dipierro 1997, Gertler 1998). Gertler (1991) has proven that the parity and oHsaseemethod
are equivalent.

Via interaction matrix method, previous study (Keh al 2005) has shown that aerror
function is built for each actuator using only the commanded input from the examined actuator and
all measured outputs. Without measurement nafse error function will be nemero when the
examined actuator fails. The error function coefficients are calculated from the discrete state space
matrices A, B, C, and D, which can be identified friiva healthy inpubutput data using system
realization methods, such as Observer/Kalman filter IDentification (OKID) and Egysiem
Realization Algorithm (ERA). Hence, the error during system identification is brought into the
error function. As discussed previougkoh et al 2005), to get good error fations, the number
of identified states using OKHERA method have to be increased to match the simulated outputs
with the real output, especially when output noise exists.

In this study, an gpoach is designed to calculatach actuator's error functiamefficient
directly from the healthy input of the examined actuator anthedisured outputs. Thus the need
for thestructural statespace model is bypassed ahd error incurred during system realization is
avoided. This approach is termed as directha in this paper. Usinthe same idea, we further
demonstrate that the direct method can be used fetimelsensofailure detection and isolation
without knowing the inputs information.

2. Review of the indirect method

As shown in previous paper (Ket al 2005), by introducing the interaction matrix, a bun€h
error functions are formed, one for each actuator. Each error function, using oobnir&anded
input from the examined actuator and all measured outputsneaitor the working status of the
examined actuator regardless thendition of other actuators. The existence condition of
interaction matrix allows eliminatinthe dependence of all other inputs except the examined one
from the corresponding errdunction. In this section, the procedure of the actuator failure using
interaction matrix method, which will form the theoretic basis for the direct approach, will be
briefly discussed first.

Consider am-th orderr-input, g-output linear timenvariant discree state space model

x(k+1) Ax(K) BuK

y(k) = C(K DY K )



Actuator andsensor failure detection using direct approach

By repeating and substituting the equations in(Eyfor p> 0 steps and regrouping thgputs
from each actuator as one term gives

X(k+1) AP x(K) ai__ [ B(K
o )
Y, (K) = OX(K) +a Ty (R

Where Gj is the extendedn® p controllability matrix for thej-th input, O is lhe extende
pg3 nobservability matrix, andT ; is an pg® p Toeplitz' matrix of the system Markovara
meters of thg-th input, u;(k)and y (k) are column vectors of theth input andoutput data
goingp steps into future starting withi; and y(K) , respectively
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An interaction matrix M, is introduced by adding and subtracting the prodity (k) into
the state equation in E@2). The output equation &tp step in Eq (2) is rewrittenbelow by
substituting the state equation into it.

y(k+ p) =(CA” +CM,0)x(k) + § (Ch; +CM;T;)u (k) - CMiyp(k)+é Du;(k+p)
j=1 j=1
3)
To build an inputoutput relationship for examined actuator and all outputs, the coefficient

matrix before initial conditionx(k)and the coefficient matrices before all inputs except the
examined-th actuator shall be eliminated, which isndaoy imposing the conditions fproduct

CM. and N/ inEq (4)
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CAP+CMO 9
Cli,+CMT, 0 for | i, (4)
N'D,, 0 for j |

By multiplying the row vectorNiT on both size of Eq(3) and adding the constraint

conditions
InEq. (4)

N7 y(k+ p)=N;(Cl; +CM;T;)u(k)- NTCM;y (k)+ N Du;(k + p) (5)

To derive an actuator failure detection equation, the actuator inglt) is replaced by a

summation of commanded inpd, (k) (known) and actuator erroui* (k) (unknown). Eq(4) is
rewritten as

N7y (k+ p) = Nj (Cii; +CMT,)(@ (k) +u; (k) - NCM;y (k)

T e . (6)

+N; D (U (k+ p) +up (k+p))

Defining thei-th actuator's error function as
g(k+p N (Qi, GMT)g (R N Uk p (7)

And the actuator error function ¢alculated by
g(k+ P NCMy, (B Ny(k p NYCL CME)H(k ND I k ) (8

To isolate thei-th input from other inputs in the error function, the number of independent
measurements shall be equal to or greater than the number ofangdutso the integgrshall be
greater than or el ton/(g-r+1), as discussed in the previquaper (Kohet al. 2005).

When the number of independent measurements is greater than aoahaalumber of inputs,
an error function for each actuator is developed via the interactirix formulation. Tis error
function can monitor the rediime failure of the examinedctuator. The error function has the
general form

(W =ay(R +ay(k B -+ gk P - A& Wkl - - SOk 4 (9)

Where T, (k) is the commanded input to tih actuator, and integgrmust be greatethan
or equal ton/(g-r+1). For anr-input and g-output system (12 r), each coefficient of

a,, 4, -, iﬁa is a 13 qrow vector and each coefficient ob), b, -, ipl is a salar.

Whenthei-th actuator does not faé,(K) = 0.

Each error function's coefficients are calculated from the state space model and the state space
matrices can be identified from the inpmitput data usingystem identificatioomethods. Since
the actuator error functions are calculated from the-sggdee model, this approach is termed as
indirect method in this paper.
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The main steps using indirect method are summarizes as

1.ldenified the system statgpace matriced, B, C, andD from healthy inpubutput data
using system realization method, such as CERA.

2.For each actuator, sol&M; and N using Eq (4).

3.Calculate the coefficients of the error function for th# actuator in Eq(8) using the
computed CMand N.

4.Compute the error function usingth commanded input and all measured structural
responses by E@9).

5.Repeat steps 1 ~ 4 to obtain the error function coefficients for each actuator.

6.Monitor the actuator's working status using the error function.

3. Mathematical formulation for direct method

The structure and existence condition for the actuator error functiorbkawediscussed in last
section. This section will focus how to calculate the error function's coefficients directly from the
healthy inputoutput data without state space matrices. Hence, the need to know thepatate
model is bypassed. This approach is termed as direct method in thisTpegstrategy turn out to
be particularly advantageously in practlmecause it bypasses the intediate system realization
step and avoids the error incurred dursigh realization.

When the examineidth actuator works functionally, the error function equals to zero

ay®+ gy(k 4) + @k pP- WK Uk - HEK+D 010

3.1 Direct method 1

When thei-th actuator worksthe right hand side of Eq10) is zero. The error function
coefficientsare not fixed unless they are 'normalized’ in some way, say for exaynkézping the

value of bip being minus one. By doing so, H4O) is rewritten as

Uy(k- P =y(K gy(k 1 -+ ek p -o0(§ 70 kD) - 1)
+oo W Gk p 1)

p-1™i

From a set of sufficient rich and long inpaitput data

{Gkk- PGk -p Bk p F+{ B Y kD Yk ) (12)
Eqg. (11) can be written as

U, =RV (13)

where
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U ={a(k -p. gk p DTk p- )+
P={b ~ b @ ,a ja (14)
a0 gkt (k)
x® . : . :
® . | .
m D Uk-pY o WK plD)
T O (S
o/ )
ﬁy(k D ki B o ¥k I p-

Thus thd-th error function's coefficients are calculated through matrix pseudo inverse

P=U (V) UV (V) (15)

where the () sign denotes the pseudfverse, which shall be computed via singwailue
de@mmposition method.

3.2 Direct method 2

Anot her way to calcul ate t he eirlraotuatofrommhet i onés
input-output data will also be discussed here. The input from the examthegttuator and all
measured structuraksponses satisfy the inpomitput relationship ireqg. (10). By rewriting Eq
(10) as

PV, =0 (16)
Where

& ok o

2U(k-1)

& 0
o wak-p g (17)
R TG

2y (k-1) 6

& . o]

®e Q

Eyk-p 2

Expressing EQ(17) forl-steps
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PV, =0 (18)
Where
\_/i:( :é \_/ik \_/i(k+1) vi(k ¥ (19)

In order for Eq(18) to be satisfied, the row vectcf_?i must belong to the left nudpace othe
matrix\_/i'k , Which is calculated by applying singular value decomposition (SVD) methadatrix
Vi
¢S, 0 ¢V

: (20)
€0 0 §v

\7iIk:[ Uy, Uz]

From Eq (20), any row vector or linear combination of the row vectorsUb can be takems

P .HenceP is not unique. To make the function robust to measured noise, row Resttall be

as orthogonal as possible to the sensor noise direction. If assuming thievelseat all sensors
are the same, the sensor noise directions are expressed as

e0 00
e
é00 0
€0 0 - 0
é
- 4000
NFE) 0 o 1)
e
60 I -~ 0
e: o
PR
6 0 - |

To minimize thesensor noise influence to the error functidhshould: 1) belong téhe row

vector or linear combination of the row vectold} , and 2) be as orthogonal as posstolbl. .
This problenis formed as the following equations

P B _U d&Q (22)

i ENP NTY &

Again applying SVD onN,U,,
(23)
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C
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and [/], ---, []can be taken as transpose of the last row vectr.in

The main steps in the direct methods can be summarized as

1.For direct method 1, calculatet h actuator's error functionos
input/output datafromEq 14) ; for direct method 2, <calcul a:
from the healthy inpubutput data using Bg(20) and (23).

2.Monitor the actuator's working status using the error functtomputing fromi-th

commanded induand all measured structurasponses by E9).

3.Repeat steps 1 ~ 2 for each actuator.

4. Applied for sensor failure detection

In this section, it is further shown the direct methods can also be used for sensor failure

detection with outpumeasurement only. Sensor failure considered in this paper can bhgarof
measurement error that is different from the true structural response. To detect sensor failure,
sensors are separated into two groups. Sensors in the first group are asstorredttp measure
the structural responses and are termed as reference sensors in thiSqregmes in the second
group to be monitored are termed as uncertain sensors. A sensor error function, one for each
uncertain sensor, is developed to monttwe real-time failure of the uncertain sensor. Noero
values in the sensor error functiomicate the realime failure of the examined uncertain sensor
and it is not influenced byther uncertain sensors. Indirect sensor failure approach has been
discussedn another papefLi et al. 2007) and it forms the theoretical basis for direct sensor
failure detection method.he basic steps to formulatelirect sensor failure detection methods are:
1) using inverse modeb eliminate inputs from the state space inafy, 2) applying interaction
matrix to build theelationship between examined uncertain sensor and all reference sensors. Brief
description catbe found in referred paper (&t al 2007).

Thei-th uncertain sens@rerror function has the followingeneral form

e(KW=ayy(R +ay(k D -+ ‘gy(k P
+byy(k 1) + By, (k p-

wherey (k) is the measured outputs from all reference sensoksthatstep andyid(k) is the

(24)

measured output from thi¢h uncertain sensor &ith step. @ andb are the sensor erréunction
coefficients. Ifthei-th uncertain sensor works aalli reference sensors' measured noises are zeros,

the error function is zero. Using the method discusséaktisection, eaclincertain sensor's error
function can be calculated.
5. Experimental verification

5.1 Experimental verification for direct actuator failure detection method

This section discusses the experimental verification for actuator failure disgtg methods
and compares the results between the direct methods and indirect methods.
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Fig. 1Picture of an Eight Bay Truss Structure

The test bed is a 4.0 meter long eight bays truss, which is a part structure of asp@®A
station. The test tiss is composed with 109 aluminum members and 32 node ball$iolltwe
aluminum members, with 0.5 inches outer diameter and 0.1 inches thickness, flvignds
which can be screwed into the node balls. One end of the truss is fixed to feasteetnd the
steel frame is fixed to the ground, as showhim 1.

Two shakers are connected to the truss: one at the first bay and the other at the fiftthbay
truss, counted from the free end of the truss and hence forth. Bending fiigkrrodsare used
to connect the shakers to the nodes in the corresponding bays. The stamgendt the input force
in the axial direction and are flexible in other directions. Load eeksinstalled between the
stingers and the nodes of the corresponding llaymeasure thactuator input force. In this
experiment, two hangers are connected to the truss nodes at the first and fifth bays to constraint
vertical movement, as shown kig. 1 So only lateramovement is considered in this study. To
isolate the iput failure from the two shakers, lafast two sensors are needed. In this study, two
accelerometers are mounted to the nodésedfirst and forth bays of the truss.

In this experiment, two shakers are driven by independent bdintitstl white noisesignals
from two amplifiers, controller by the dSPACE board built in a personal computer. Loadrwztlls
accelerometers are first connected to PCB 481A signal conditioner and then conndateshioe
dSPACE board. The sampling time is 0.001 secondsaatsimulation time is 58econds. For
direct methods, the coefficients of the error function for each shaker are caldutatedhe
healthy inputoutput data. For indirect method, the stspace matriceé\, B, C, andD are first
calculated from the héhy inputoutput data using OKIERA method andhen the coefficients
of the error functions are calculated from the realized -stzaee matriceby following the steps
summarized in Section 2. To generate actuator failure, slmdesrwas turn off durin@0~40
seconds and shaker 2 was turn off during 10~15 and 30~40seconds.

To compare the results, the error functions for the two shakers generated by indirect method,
direct method 1, and direct method 2 are showRigs. 2-4 for p=40 (for indirect method, the
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number of states is selected to be 40). From these figures, it shovestthalirect methods and
indirect method isolate and identify the réiate failure of eactshaker regardless of the working
status of the other shaker.

As discissed in the theoretical part, if the number of independent sensoigreater tharr
equal to the number of independent actuatpesy integep greater than or equalritfg-r+1) can
be chosen. As discussed in.E#j0), the error function will be zeré the input from examined
actuator equals to the commanded input without measurement noise.

0.1

0.05 b

Error function 1
o

-0.05 - b

04 I I I I I I I I I
0

0.1 T T T T T

Error function 2
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Fig. 2 Actuator error function from sensors 2 and 4's measurements using imaétctd withp=40: (a)
actuator 1, an¢b) actuator 2
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Fig. 3 Actuatorerror function from sensors 2 and 4's measurement using direct niethitlal p=40: (a)
actuator 1, an¢b) actuator 2
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Fig. 4 Actuator error function from sensors 2 and 4's using direct method2wh (a) actuator 1, ant
(b) actuator 2

As shown inFigs. 24, due to the sensor measured noise, the error funstiows norzero
values even the examined actuator work functionally. When thezeranvalueprofile due to
sensor measured noise is greater than or equal to theenmwalue prafe due to actuator failure,
it is difficult to isolate and detect the failure of the examined actuatanvestigate the influence
of different values op on the error function, p=2@0, 60, and 16@re selected.is select to be
2000 to make the ingr-output long enough. The two parametensdifferent values op are listed
in Table 1. For the parameters shown idable 1, the norm of coefficients

R=[t, b -, 8, ,bly,a,-a,' . & iskepttobe oneAs discussed in E¢20),
even the norm ofP is one, the coefficients of the error function are not unique. Instead, it is a

subspace. Hence it is meaningless to directly compare the absolute value of the actuator failure
error function. Instead, the ratio of the error fimetdue to actuator failure and sensor measured
noise are more meaningful for comparison. paoameters: 1) the rat{a in Table 1petween the
maximal absolute values of the signal in the error functive to sensor measured noise and
actuator failure?) the ratio(b in Table 1)between average absolute valaégshe signal in the
error function due to sensor measured noise and actuator failure, arferusechparison. These
values are shown ifable1l. FromTable 1, it is observed that for eachethal, there exists a
certain value of in the error function that can maximally distinct the signal profile dushaier
failure from the signal profile due to sensor measured noiseeXaonple, for the direct method,
for the cases studied, the error sigmafile due to shakefailure is most distinguishable when
equals to 60. While for direct method 2, whprequals to40, the actuator failure is most
distinguishable in the error function. But for indirect metttod,signal profile due to shake faiur
can be maximally separated from measurement ndisap is 160.
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Table 1Parameters for the error function

Indirect method Direct method 1 Direct method 2

Noise Failure Ratio Noise Failure Ratio  Noise Failure Ratio

a 0.468 0.448 1.05 0.0156 0.0203 0.768 0.00457 0.0091 0.46

° b 0.0785 0.0869 0.903 0.00179 0.00359 0.500 0.00104 0.0018 0.574

P20 a 0.0437 0.0485 0.900 0.00702 0.0157 0.447 0.00327 0.0094 0.34

* b 0.00759 0.00956 0.793 0.00123 0.00305 0.403 0.00061 0.0019 0.326

a 0.0286 0.0619 0.461 0.0054 0.0098 0.550 0.0011 0.0065 0.178

° b 0.00472 0.011 0.428 0.00058 0.00177 0.327 0.00021 0.00123 0.174

P40 a 0.0343 0.0716 0.480 0.0055 0.0132 0.414 0.0021 0.0072 0.296

* b 0.0061 0.0128 0.473 0.00094 0.00257 0.363 0.00033 0.0015 0.217

a 0.211 0.416 0.508 0.0041 0.0064 0.633 0.00058 0.00259 0.226

° b 0.0040 0.0078 0.510 0.00041 0.00123 0.33 0.00012 0.00050 0.24

P60 a 0.324 0.573 0.565 0.00392 0.00957 0.41 0.00109 0.0034 0.32

® b 0.0061 0.0120 0.504 0.00063 0.0018 0.34 0.00017 0.00062 0.272

a 00156 0.0711 0.219 0.0001 0.00036 0.284 0.00052 0.0185 0.283

° b 0.0032 0.014 0.232 0.00016 0.00021 0.77 0.0007 0.00074 0.94

P60 a 0.0183 0.0542 0.337 0.00035 0.00108 0.324 0.0031 0.0061 0.503
&

b 0.00368 0.0117 0.316 0.00046 0.00129 0.356 0.00363 0.00687 0.528

From the above experimental results, smaller value isfneeded to obtain error functiam
which the signal profile due to actuator failure can be maximally separated from the sensor
measured noise. This is because that the direct methods calculate the error function's coefficients
directly from healthy inpt-output data and bypass the system identification §epthe system
identification part, in order to match the output generated from the idergtfisespace matrices
with the measured structural responses, the number of states neemhdcebsedn the system
realization step. From the theoretic part, the valug ofeeds to be greater than or equal to
n/(g-r+1). So increasing the number of identifisthtes will increase the minimal numbzto
obtain the coefficients of the error function. Howgvin the meantime, it will brought more
measurement noise influence into the error function.

Thedirect approaches, which bypass the intermediate system identification step, can avoid the
unnecessary increasing number of states and reduce the inflofeneEasurement noise to the
error function.

To check the influence of different sensor locations on the error function, the pair of sgasors
installed at different locations of the truss, as shownTable 2. For location (a), the
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accelerometers are atlollocated with both shakers; for location (b), accelerometers are all
noncollocated with shakers; for location (c), there is a collocated shaker/accelerometerdpair
the other accelerometer is not collocated with the other shaker. For locationgcyhesessror
functionshave been shown iRigs.3 and4. For (a) and (b) cases, the error functions using both
direct methods are shown kigs.5 to 8. From these figures, i$ clear that the error functions are
influenced by the sensor locations, butthis study,these influence are minor compared to the
values ofp.

The direct methods do not need the physical matrices of the test structure, such as mass,
damping, and stiffness matrices. It evengdass the intermediate system identification stee:
identification of the statspace matriceé\, B, C, D by system identification method, suels
OKID-ERA. The direct methods calculathe error function's coefficients directly from the
healthy inputoutput dataHence, the direct methods alsgpass the errors incurring duritige

system identification process and minimize the influence of measurement noise in the error
function.

Table 2Three sensor sets: (a), (b), and (c) in Eig

Location set Bay (sensor) number
(@) Bay (5)(Sensor 1Bay 1 (Sensor 4)
(b) Bay (4)(Sensor 2), Bay 3 (Sensor 3)
(c) Bay (4)(Sensor 2), Bay 1 (Sensor 4)

Error function 1
[=]

-0.02 I I I I I I I I I
0

Error function 2

-0.02 1 1 1 I
0

1
5 10 15 20 25 30 35 40 45 50
Time (sec)

Fig. 5 Actuator error function from sensors 1 and 4's measurement using direct rhetlithdp=40: (a)
actuator 1, an¢b) actuator 2
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Fig. 6 Actuator error function from sensors 1 and 4's measurement using direct retlithdp=40: (a)
actuator 1and(b) actuator 2

Fig. 7 Actuator error function from sensors 2 and 3'smeasurement using direct rhehittdp=40: (a)
actuator 1, an¢(b) actuator 2



